St. Anthony’s Catholic Primary School
Cyber Safety Policy V 0.4

This policy is to be read in conjunction with the following School Policies:
Social Media for employees Policy
Parent code of Conduct Policy
Digital Citizenship Policy (to be written)
Community Social Media Policy
Acceptable Use Policy
Privacy Policy
ICT Policy
Esmart Digital Licence
https://www.digitallicence.com.au/
Positive behavior management flow chart

Rationale
St Anthony’s Primary School supports the smart, safe and responsible use of educational
technologies, including but not limited to the use of cloud based spaces, the Google Apps for
Education suite (GAFE), HAPARA and education resources via the internet. As an e-Smart
school that has student access to chromebooks and ipads we recognise the importance of
responsible online digital citizenship and promote this through explicit
cyber safety lessons. Our priority is to provide safe learning environments for all students in
accordance with the Child Safety Policy, minimising and managing the risks associated with
using technology.
Cyberbullying which occurs inside or outside school hours impacting on students is
unacceptable and the school will respond to breaches of this policy in line with our Behaviour
Management Policy and procedures.
Intention
The aim of this policy is to ensure the safety and wellbeing of students and staff when
accessing online content and working e.g saving, viewing, passwords and sharing in a cloud
based environment, e.g. GAFE suite.
This policy aims to ensure the responsible use of all digital technologies and is to be used in
conjunction with the school’s Behaviour Management policy.
Implementation
● Staff are expected to read and sign the Staff Digital Technologies Code of Conduct.
● All students in conjunction with their parents are required to discuss and sign the Digital
Technologies- Acceptable Use Agreement at the beginning of each school year. Students
are not permitted to use any form of digital technology without this signed agreement.
● Supervising staff are expected to be present at all times when students are accessing
devices and online content.
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● Cyber safety lessons are planned into the curriculum from Foundation to Year 6: and can
be found in the school’s cybersafety and esmart scope and sequence.
○ on a biennial basis the Year 5-6 cohort obtain their esmart digital licence
○ students are made aware of reporting procedures, as stated in the Digital TechnologiesAcceptable Use Agreement, in case of harmful content
● Behaviour Management procedures are to be adhered to in case of breaches of this policy
and or Digital Technologies- Acceptable Use Agreement.
● In the case of cyber safety breaches the cyber safety flowchart is to be followed. If a crime
is suspected Police are to be contacted.
● Privacy collection notice is available for access at all times through the school website and
newsletter.
● St Anthony’s Policies and procedures reflect Esmart Schools Program
● Filtering and monitoring software is used on devices that are connected to the school
computer network to prohibit access to inappropriate content. CEM manages the filtering
software (zscaler).
● advice, guidebooks and support for parents is available on request
Definitions
Cloud based

Applications and programs which are not stored on the local
school server

GAFE

Google Apps for Education Suite including Gmail

Digital technologies

Any digital device or system accessed by students and staff

Child safety

Encompasses matters related to protecting all children from
child abuse, managing the risk of child abuse, providing
support to a child at risk of abuse and responding to incidents
of abuse.

Cyber-bullying

Cyber-bullying involves the use of any information
communication technology by an individual or group to carry
out deliberate, isolated or repeatedly hostile behaviour that is
intended to harm others, or is undertaken recklessly without
concern for its impact on others.

Digital citizenship

Digital citizenship goes beyond notions of safety and risk,
implying positive engagement with digital technologies for a
range of purposes, while being responsible for one’s own
safety and protecting that of others.
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eSmart

eSmart is a program designed to educate, track, monitor and
prevent bullying and cyberbullying.

Hapara

Hapara is the central hub for viewing learners’ work in G Suite.
It’s an organized, simple platform that enables teachers
to view, access, and give feedback on digital work.

References
VQRA Child Safety standards
www.vrqa.vic.gov.au/childsafe
Allanah and Madeliene Foundation Esmart Schools resources
https://www.esmartschools.org.au/
Office of Children’s e safety commissioner
https://www.esafety.gov.au/
For example, the Victorian Government Schools Reference Guide, Relevant legislation,
“expert” sources, CEOM, DEECD and VRQA guidelines. Include policy, guideline acts that
have been drawn on.
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